Jlekuus Ha TeMy:
«OcHOBHBIE BUAbI MOLLIECHHUYECTBA)

[TpobGnema qUCTAaHITMOHHBIX MPECTYIUICHUH JIJISl HAIIIETO PErMOHA, KaK U JIIS
BCEIl CTpaHbl B IIEJIOM, HE TEPSET CBOEH aKTyalIbHOCTH. CEroHsl KaKI0€ TPEThE
KpPUMUHAIIBHOE JIesiHUEe B OOJACTH COBEPIIACTCS C HCIIOJIb30BAHUEM CPEJICTB
MOOMIIbHOM cBsA3U U ceTr MHTepHeT. O01mmii yuiep0, NpUUMHEHHBIN TpaXaaHam 3a
6 mecsteB 2023 roaa, npebicui 370 MUJUTMOHOB pyOJICH.

1. Hawnbonee pacnpocTpaHeHHOM MPECTYMHON CXEMOUM OCTaeTcsl 3BOHOK
OT CIIyk0bI Oe30macHOCTH OaHKa WK COTPYIHUKA MTPABOOXPAHUTEIIBHBIX OPTaHOB
C COOOIIEHNEeM O TOMBITKE TPEThUX JUIl opopMUTh Ha Bame ums kpeaut. UYToOb1
MPEIOTBPATUTH OTIEPAINIO, MOIICHHUKH MPEAJIaraloT CPOIHO 0OPMHUTH TAKOH Ke
KPEIUT CaMOMYy, SIKOOBI JIJIi TOrO 4YTOOBI HCUEpIaTh «KPEAUTHBIA JIMMUTY», a
JICHEKHBIE CPEACTBA OOHATMYUTH U MIEPEBECTH HA TaK HAa3bIBAEMbIN «0€301MaCHbBIN
CUET.

3AIIOMHUTE! Cayx06el  0e3omacHOCTH OaHKOB W COTPYAHUKHU
MIPABOOXPAHUTENHLHBIX OPraHOB HUKOTA HE 3BOHSAT IrpaxkjaHaM ¢ COOOILCHUSIMU O
npobiemax co cueroM. JIro0oi moJoOHBIN 3BOHOK - JI€JI0 pYK MOIIEHHHUKOB. [lpu
MOCTYIUICHUHU MOJI00HBIX 3BOHKOB MOBEChTE TPYOKY M MEPE3BOHUTE IO TeiedOHY,
yKa3aHHOMY Ha 00paTHOM cTOpoHE KapThl. [loMHUTE: TOHATHI «O€30MaCHBINY HIIN
«pEe3EepBHBIN» CUET, «BCTPEUHBIN 3aeM» HE CYIECTBYeT. bynbre OauTeNnbHBI, HE
MO3BOJISTHTE MOIIIEHHUKaM 0OOMaHbIBaTh Bac!

2. Pacter uucno moTepreBIIMX, NBITABIIUXCSA BIOXKHUTH JICHEKHBIC
Cpe/lCTBa B HMHBECTUIIMOHHYIO JA€ATEIbHOCTh. CalThl MO TOProBiie IIEHHBIMU
OymMmaramu rpaxjaaHe HaXoJsT B ceTu MIHTepHeT, IeHe)KHbIE CPEACTBA EPEUUCIISIIOT
Ha CYeTa, MPOJUKTOBAHHBIE UM MO TeJe(OHY WM MPUCIAHHBIE B aHOHMMHBIX
MecceHmkepax. JlemaTe 3toro Henb3s. Ecnu Bel XOTUTE HayaTh MHBECTUPOBATH
JICHEKHbIE CpeACTBa, BOCIIOJIb3YUTECH yCIIyramu ouIaIbLHO
3apErUCTPUPOBAHHBIX OPTraHU3AIUN.

3. Hemano mnortepneBmIUX MBITATUCh, MPUOOPECTH TOBApbl B CETHU
NutepHer c¢ OodbIION CKUAKOM Ha COMHUTENBHBIX caiitax. K momoOHoM
nH(popMaIu HEOOX0IMMO OTHOCUTHCSI KPUTUYECKH, TI0JIb30BATHCS MPOBEPEHHBIMU
TOPTOBBIMHU TUIOIIAIKAMU U HU TIPU KaKUX OOCTOSITEILCTBAX HE OCTABJISATH JIAaHHbBIC
CBOMX OaHKOBCKHX KapT Ha IMOJIOOHBIX HHTEPHET-pecypcax.

Yamie Bcero MpecTyIUIEHUSI COBEPIIAIOTCS C HCIOJb30BAHUEM CEPBHUCOB
OecruiaTHBIX OOBSIBICHUN MO Tpojaxe Berieil. [IpuuemM kepTBOW MpECTYIUICHUS
MOXET CTaTh KaK MOKYIATelb, TAK U MPO/IABEIL.

[Ipy mokyrke Beld B CETH MHTEPHET HEOOXOIMMO MOMHHUTH, YTO JIFOOOM
JMCTAHIIMOHHBIM  TEPEBOJ  JACHEKHBIX CPEJICTB  HE3HAKOMOMY  4YEJIOBEKY
MOTEHIIUAJIBHO omaceH. Bbl HE MOXeTe rapaHTUPOBATh, YTO OH BBIMNOJHUT CBOIO



yacTh clenku. To ke KacaeTcs U HEeNpPOBEPEHHBIX WHTEPHET-MarasuHoB. Bbi
MOXET€ HE TOJIYYHTh OIUIAYEHHYIO BEIllb, JIMOO TOJYyYUTh COBCEM HE TO, YTO
3aka3piBasd. [lonb3yiiTech MPOBEPEHHBIMH CEPBUCAMH U CHCTEMaMH 0€30MacHOTO
pacyera.

PacnipocTpaneHna cxema, KOrja Mpu pa3MENICHUH OOBSBICHUS O MPOAAXKE
BEIIM YEJIOBEKY MOCTYIAET 3BOHOK OT MOTEHIIMAIBHOT0 oKynatess. OH cooOuiaer,
YTO TOTOB MPHUOOPECTH NAaHHBIA TOBAp W MpeasiaraeT BHeCTU mpenoruiary. Jis
NEePEUUCIICHUs JCHET MPOCUT COOONIUTH JTaHHbIE OaHKOBCKOM KapThl, BKIIIOYAs
CVV xon u xoasl 6e3onacHoctd u3 CMC-cooOmiennii. B Takux ciaydasx mocie
nepeaadn KOHQUIACHITMATBHBIX CBEJICHHA CO CYETa MOTEPIICBIIETO MPOUCXOIUT
CIIUCAHUE JICHE)KHBIX CPEJICTB.

4. bosibioe 4mWCIIO MPECTYIIEHHWM COBEPIIAETCS YEPE3 COLUAIBHBIE
ceTd. Yaie BCero CTpaHHUIIbI MOJIb30BaTEICH B3J1aMbIBAIOTCS JIMOO KOMUPYIOTCH.
[Tocne yero Kpyry «apy3ei» pacchbUIatOTCsl COOOIIEHHs ¢ TPOChOOH 1aTh JCHET B
nonr. Hukorjna He mepevyucisiiTe EHbru Mocie TaKUX COOOIEHHI B COICETSIX.
O0s3arenbHO co3BOHUTECH € yenoBekoM JIMYHO.

5. Eme ogna mpectynHas cxema - MPEIoKeHHUs] OT UMEHH M3BECTHBIX
0aHKOB MPUHSTH YY4ACTUE B PO3BITPHIIIE U TAPAHTUPOBAHHO MOJTYUYUTDH JECHEKHbBIN
npu3. g 3Toro HE0OXOAMMO 3aIOJHHUTH CIEHHAIBHYIO (OpMY, KyJa, TOMHMO
MEPCOHANILHBIX CBEACHUI, HEOOX0IMMO BHECTH KOH(MUIECHITUATBHYIO HH(OPMAITUIO
0 HOMEpax, KoJlax 6€30MmacHOCTH 0AaHKOBCKOM KapThl, a Takke BBecTH ko u3 CMC-
coobmenuii. [locie pasrnamenuss KOHGUIEHIMATBHBIX CBEJEHUH CO cueTa
MOTEPIIEBILIETO CIIMCHIBAIOTCS JICHEKHBIE CPEJICTBA.

6. Haubonpiield nomyasspHOCTBIO Cpeau JIIOJACH CTapliero MOKOJIEHUS
MOJIB3YIOTCSL TPEAJIOKEHHS, TOCTYyNAIoIIMe IO TelnepOoHY OT HEU3BECTHBIX, O
MOJIYYEHUH KOMIICHCAIIMU 3a paHee MPUOOPETEHHBbIE METUIIMHCKUE ammnapaThl U
JIEKapCTBEHHbIE CpelcTBAa. MHoOrue JEHCTBUTENBHO paHee OCYIIECTBIISUIM
MOI00HBIE OHJIANH-TIOKYNKHU. J[J1 MOTy4YeHus: MOPAJIbHOTO yiepOa MeHCHOHEPOB
yOEX1al0T MepeBECTU Ha MPOJIMKTOBAHHBIC CYETa HEOOIBIIINE B3HOCHI.

CoTpyIHUKH TOJUIMK YOSIUTEIBHO MPOCIT HE MPUOOpETaTh JEKapCTBa U
MEIUIMHCKKE ammapaTbl 0e3 KOHCyJIbTalluh ¢ JjedamuM BpadoMm. He Bepbte
CBEJICHUSIM O CJIy4yallHOM BBIUTpBIIIE, MOJIYYEHUH KOMIICHCAIlMM 3a paHee
npuoOpeTeHHbIE JIeKapcTBa W Jpyrue ToBapbl. He mnepeuucnsiite aeHeXHbIE
CpelICTBa HE3HAKOMBIM JIFO/ISIM, KeM Obl OHU HU MPEJICTABIISIIUCE.

7. He ycranaBmuBaiite Ha TenedOH HEHU3BECTHbIE MOOWIHHBIC
npuioxkeHusi. Cpeau HUX MOTYT OKa3aThbCid KaK BUPYCHbIE MPOTPAMMBbI, TaK U
CEpBUCHI M0 yJaJeHHOMY ympaBieHuio TeneponoM. Ecim y Bac MOAKITIOYCHBI
CHUCTEeMbl JUCTAHIIMOHHOTO YIpaBJICHUS (UHAHCAMU, JaHHBIE BPEIOHOCHBIC
MPOTrpaMMBbI TTOJTyYaT TOCTYI K HUM U K BalltuM coepexeHusiM. UToObl 00€301acuTh
ce0s1, He mepexoauTe Mo COMHUTENBHBIM cchlikaM B CMC nu MMC-coo0iieHusx,



HE YCTaHABJIMBAWTE NPOrpaMMbl, HA3HAYEHUE KOTOPBHIX BaM HE TOHSTHO,
UCIIOJB3YUTE JIMIIEH3MOHHOE aHTUBUPYCHOE MPOrpaMmMHoe obecrneueHue!

8. B mocnemnee Bpemss B pervone 3aUKCHpPOBAH €II€ OAWH BUJ
MOTIICHHIYECTBA. 3I10yMBIIUICHHUKA MIPEICTABIISIFOTCS MOTEPIICBIIAM
COTPYIHUKAaMU KOMITAHHHM OIepaTopa COTOBOM CBS3M W TMOJA Pa3IMYHBIMU
npemsioraMmu (oxkoH4aHue cpoka aeiictBuss CHUM-kapThl, cMeHa abOHEHTCKOIro
HOMEPA, OTKIIOUEHUE JTOMOJHUTEIBHBIX YCIYT) yOeX/Ialu BBECTH Ha TeiedoHe
OTIpPEJICTICHHYI0 KOMOHMHAIIMIO CUMBOJIOB M Tepe3arpy3uth ycTpoilcTBO. Takum
00pa30M MOTEPIIEBIIKE MOAKIIOUAIOT K CBOMM MOOUIIBHBIM YCTPOHCTBaM (QyHKITUIO
nepeanapecanun Bxoasmux CMC-cooOiiennii Ha Jpyrod HoMmep TenedoHa, YTo
MO3BOJISIET MOIIIEHHUKAM TIOJTyYUTh TOCTYII K KOJIaM 0€30MacCHOCTH OT OAHKOBCKUX
MIPWIOKEHUH U TIOXUIIATh ICHS)KHBIE CPEIICTBA.

9. Cpenu MOTEpIEBIIUX OT JCUCTBUII MOLIEHHUKOB HEPEAKO CTAHOBATCS U
netu. Urpas B OHJIAMH-TIPUIIOKEHUU HA TeledoHe, MOAPOCTKUA B YaTe MOJTydaroT
pa3uyHbIe COOOIIEHUS, CBSI3aHHBIE C YIYYIIEHHEM KauecTBa HUIphl. 3aTeM B
MEPETICKEe JCTH PACCKA3BIBAIOT O TOM, C KEM OHHU Celdac HaXOIATCS U €CTh JI Y
HUX J0CTyn K TenedoHam B3pocibiX. Jlamee wmx yOeXTalT MPOIUKTOBATH
KOH(HICHIIMAbHEIE JaHHBIC, KOTOPHIC IOCTYNMMJIA Ha Tele(OoHHBIE HOMeEpa
POJICTBEHHHUKOB. [locie 4ero, mpoucxoauT CIucaHue ACHESKHBIX CPEIICTB.

Heobxoaumo noBectu 10 neTedt MHPOPMAIMIO O PA3IMYHBIX YJIOBKAX
MOIIICHHUKOB, B TOM 4YHCJI€ O CXeMax, TJle TO0J pa3HbIMU MpeIoraMu
3JIOYMBIIIUICHHUKU TTOOYXIAt0T UX coo0aTh KOH(MUICHIIUATBHYI0 HH(OPMAITUIO
B3POCJIBIX, HATIPUMEP, PEKBU3UTHI OAaHKOBCKHUX KapT.

Bce 4dame 3BOHKM OT MOIIGHHHUKOB TIOCTYMAlOT B AaHOHWMHBIX
MecCeHKepax. BaxHO MOMHUTE, 4TO O()HUIIMAIEHBIC OPTAaHU3AIIUN HE UCIIOIB3YIOT
UX JUISI CBSI3W C KIMEHTAaMH, a TaKOH CIoco0 TO3BOJISIET 3JIOYMBIITUICHHHUKAM
CKPBIBaTh CBOM JIaHHBIE A0OHEHTCKUX HOMEPOB, C KOTOPBIX MOCTYIAET BHI30B.

CoTpyqHUKM TIOJMIIMM HANOMHHAIOT Tpa)xaaHaM O HeoOXOJAUMOCTH
COXpaHsITh OAUTENHLHOCTh. He BBIMOTHATH Oomnepanuu ¢ MOOMIBHBIM YCTPOHCTBOM
1 0aHKOBCKUM CYETOM TOJ] IUKTOBKY TPEThHUX JIHII!

bynsre OnuTensubl. He mo3BosisiiTe MollieHHUKaM OOMaHbIBaTh Bac.



